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IIpnaoxenne Ne 4
k JloroBopy Ha 00cIy:KUBaHHE
kaueHToB B cucreme JIBO «iBank»

OOmue npasuia no odecrnevyeHUI0 HHPOPMANNOHHOI 0e30MaCHOCTH
npu padore ¢ Cucremoii IBO «iBanky.

Knuent o6s3an obecrieynth XpaHeHHe HHGOPMALUK O CBOMX YYETHBIX AaHHBIX Wi pabotsl B Cucteme «iBanky» cmocobom,
JIeNIAI0MM UX HEJIOCTYTIHBIM TPEThbHUM JIMIaM, a TAKKe HEMEAJICHHO YBEIOMIIATh baHK 0 HX KOMIPOMETAIHH.

KiteHT MOXXeT caMOCTOSITENIbHO H3MEHATh apoub AocTyna K DI mytem BeimodHeHHs npexycMoTpeHHoi B Cucteme «iBanky»
MIPOLEAYPHI CMEHBI MapOJIs.

KimeHT He mOomKeH coo0maTh CBOM HMapoiu paboTHHKaM baHka mo TenedoHy, SMEKTPOHHON MOYTE WM HHBIM CIIOCOOOM.
Hcrons3oBanne Tapoiist JOMycKaeTess TonbKo mpu pabore Kimenta nemocpemctBenHo ¢ Cucremoit «iBanky», Ge3 ywactus
pabotaukoB banka.

bank 00s3yeTcs NpHHATH BCe HEOOXOOMMBIE MEPhl OPraHM3AIMOHHOTO M TEXHWYECKOTO XapakTepa Uil OOeCIedCHUS
HEBO3MOXHOCTH JIOCTYIIa IIOCTOPOHHUX JIUI K MH(OpManuK 0 ero y4€THBIX TaHHBIX, HAXOSIINXCS B pacnopshkeHuH baHka.
Knuent o6s3yercst ncnons3oBath aist xpaHenust Kimoua DI snextponnslit uaeHtugukarop Pyroxen DIIT 3.0, BbIIaHHBIH
bankoM.

Kirou 35eKTpoHHONM NOAMMCH TOJKEH UCIOIB30BATHCS TOJIBKO B IEAX MOANUCH DJI, MOATOTOBIEHHBIX ¢ MOMOIIBI0 CHCTEMBI
«iBank».

baHk BripaBe OrpaHUUYUTb YHCIIO OJJHOBpEMEHHO NeiicTBytommx CeprrdukaToB kitoueit mposepku 1.

Cpoxk neticteust Ceprudukara kiroda npoBepku Il ycranaBmmBaetcs paBHBIM 1000 (ThIcsde) THEH ¢ MOMEHTa PETHUCTPAIHH
Ceprudukara bankom.

bank BIpaBe, B cily4ae BOSHHKHOBEHUS JTIOOBIX COMHEHHH B MOJIMHHOCTH HampasieHHbIX Kinentom mo Cucreme «iBank» D/,
MIOZI03pPEHHH, BOSHUKHOBEHHS COOBITHH, yKa3bIBAIOIKX Ha Kommpomeraruio Kiroua DI, B 0JHOCTOPOHHEM MOPAIKE JOCPOTHO
npekpatuth aeiictBue Ceprudukara xmoda nposepku Ol ¢ yBemomienuem o6 3tom Kimenra He mosgHee pabouero s,
CJIEIYIOLIETO 32 AaTOW NPUHATHSA TaKOTO PELICHNUS.

KimneHToM 10/mKHBI OBITh Ha3HAYEHB! TOJPKHOCTHBIE JIMIA, OTBETCTBEHHBIE 33 OCYILECTBICHHE MEPOIPHUITHI MO 00eCIIeYeH IO
¢dyukimonupoBanus u 6e3onacHoct DM Pyroken DIII. KnueHT momkeH co3nare ycinoBus, 00ecleunBaOLIMe COXPAHHOCTD
KOoH(UACHIIMAIBHOI nHpopManny, oopadaTeiBaeMoii ¢ momoiusio D1 Pyroken DII1.

KimeHT caMOCTOSTENbHO OJDKeH 00ecreYrBaTh KOHTPOJIb MCHONB3yeMbIX aisi padotel ¢ DU Pyroken DLII omepaimoHHBIX
CHCTEM Ha HaJIM4KMe OOHOBJICHUH 0 0€30IaCHOCTH U MPOU3BOIUTH X CBOEBPEMEHHYIO YCTaHOBKY.

VYnomHomoueHHsle nuna KimenTa 1omkHb 00ecriednTh KOH(OUACHINAIBHOCTE CBOMX AJICKTPOHHBIX MOJIHCEH W HE JIOMyCKaTh
UCTIONIb30BAHKE TIPHHAIEKANINX UM KITFOUCH AJIEKTPOHHBIX MOJIHCeH 6e3 nX coriacus.

KimeHTOM MOIDKHBI OBITH perilaMeHTHPOBaHbI yieT u xpanenue DU Pyroken DL, HemocpencTBeHHas paboTa ¢ HUIMH, a TaKXKe
TIepCOHAIbHAS! OTBETCTBEHHOCTH 38 X COXPAHHOCTb.

Xpanenue DU Pyroken DI nomyckaercss B OTHOM XpaHWJIUILE C APYTUMHU JOKYMEHTaMU MpHU YCIOBUIX, UCKIIOYAIOMINX UX
HeTpeJHaMEepEHHOE YHHUTOXKEHNE, HECAHKIIMOHNPOBAHHOE HCIIOJIb30BAHUE.

ITocne nomyuenust U Pyroken DL B banke, YnomHomouennsie nuia KinnenTta nomxuasl cMeHnTh kKox noctyna (ITMH-xon) x
OU Pyroxen DI Ha N3BECTHBIH TOJIBKO HM.

KnueHt nomkeH obOecneynTh O3HAKOMIJIEHHE C JAHHBIMH TpeOOBaHMAMH BCEX YIIOJHOMOUYEHHBIX M OTBETCTBEHHBIX JIUII,
JIONYIIEHHBIX K pabote B Cucreme «iBanky.

ITo BO3MOXKHOCTH, HE HCIIOJNB30BaTh AJIS OTMNPABKU IUIATEKHBIX JTOKYMEHTOB CETh VIHTEpHET ¢ OOIIECTBEHHBIM JIOCTYIIOM
(MuTepueT-kade, Oecrmatabrit Wi-Fi u mp.).

PerynsipHo KOHTpONMpPOBAaTh COCTOSHHE CBOMX CYETOB M HE3aMEAJIHMTENIBHO WH(POPMHUPOBATH OTBETCTBEHHBIX COTPYJHHKOB
Bbanka 000 Bcex 1MoJJ03pHUTENBLHBIX MM HECAaHKIIMOHUPOBAHHBIX OTIEPALUIX;

BhInonHATE HE3aMeAIUTENFHYIO OJIOKMPOBKY M cMeHy kiouedl OI1 B ciydasx MX KOMIIPOMETAallMH, 110 UCTEYEHHH CpOKa
JieficTBUS KII0Uel ¢ NEpUOJUYHOCTBIO, YCTaHOBIEHHON baHkoM.

BrmmonuaTs 6:1okupoBKy Kiarouei D11 Bo Beex ciydasx yBOJBHEHHS WIIM CMEHBI JIML, JOIYIIEHHBIX K 3TUM KITFOUaM.
HacrosTensHO pexoMenayercs 3aMeHATh kKitoun D11 Bo BceX ciydasx YBOJIBHEHHUS WIM CMEHBI PyKOBOAWTENCH FOPUIMIECKOTO
JIUIA, KOTOPBIE IMOAMHUCHIBAIN PACIOPSKEHHS (JOBEPEHHOCTh) O MPEAOCTABICHWH ITOJIHOMOYMH IO MOJMHMCH 3JIEKTPOHHBIX
noxkymeHtoB OI1.

Hcnonb3oBats Ha [1K, Ha KOTOPBIX OCYIIECTBISIETCS MOATOTOBKA M OTMpaBKa JOKYMEHTOB B baHK, mporpaMMHOe oOecrieueHne
[0 3aIIUTe OT BPEIOHOCHOTO KojAa (AaHTHBUPYCHI) C aKTyaJlbHBIMH BHPYCHBIMH 0a3aMM, a TakXKe PeryJIsIpHO OOHOBIATH
IIporpaMMHOE 00eCTieYeHNE B IIETISX YCTPAHEHHS BEISBICHHBIX B HEM YSI3BUMOCTEH.

Ucknrounts Ha IIK, Ha KOTOpBIX OCYIIECTBIAETCS MOATOTOBKA M OTHpaBKa JAOKYMEHTOB B baHK, MCIOIB30BAaHHE CUCTEM
yaanenHoro ynpasieHus [1K.

HcknrounTs MOCELEHHE COMHUTENbHBIX CaWTOB, YTEHUE MOYTHl M OTKPBITUS MOYTOBBIX BIOXKEHUI OT HEIOCTOBEPHBIX
HCTOYHHMKOB, yCTAHOBKY M OOHOBIICHHE JIT0O0r0 nporpaMMHoro obecrieuenus (I10) He ¢ caiitoB npousBoanTEIEH.

ITpn oOpamennn ot umenn banka mo tenedoHy, MeKTPOHHOH noure, yepe3 SMS-coobuieHust Ui ¢ Npock0aMHu COOOIINTh
KOH(UACHIIMAIBHYI0 HHpOpPMANHKIO (apoiy, KOJIOBBIE CJIOBA, M IIP.) HU IPU KAKUX OOCTOSATENHCTBAX HE COOOIIATH AAHHYIO
nH(POPMAITHIO.

Ipu Hamuuuu npobiaeMsl ¢ noaxaoucHreM K Cucteme JIBO «iBank» cienyer HemeieHHO 0OPATHTLCS B CIIYKOY HOAIEPIKKA
Cucreme 15O «iBank» Banka.

JIroboe mHbOpPMaMOHHOE B3aMMOJEHCTBHE ¢ BaHKOM OCYIIECTBISATH TOJIBKO C HCIIOJIB30BAHHEM CPEICTB CBS3H, PEKBH3HUTHI
KOTOPBIX 3apaHee OrOBOPEHBI B COOTBETCTBYIOLINX MpmIokeHus K [IpaBnmam.

ITpu nonb3oBanuu ycuyroit « ModnabHbIi 6ank» KieHt 00s13aH cobironars cienyonue TpedoBanns 0€30MacHOCTH:



e XpaHWTb B CEKpeTe M HE IiepeiaBaTh TPETbUM JIMIAM MapojM JOCTyla K MOOMIBHOMY YCTPOHCTBY, MOOMIHLHOMY
npwitoxkennto «bank Epmak — juist 6usHeca» u kirouam Ol

e He ocraBisith MOOMIIBHOE YCTPOMCTBO, C yCTaHOBIICHHBIM TpuiioxenueM «bank Epmak — st 6u3Heca» WM HCIIONIB3yeMoe
st monmyveHus SMS-kona, 6e3 mprucMoTpa B MecTax, JOCTYIHBIX JUIS TPETHHX JIML, 1 HUKOMY HX HE Ilepe/laBaTh;

e  VYcranaBiamBaTh MOOMIBHOE npuioxeHne «bank Epmak — mis 6Gu3HEca» TONBKO M3 aBTOPU30BaHHBIX MarasnHoB App Store n
Play Market u Tonpko Ha npuHauTeKanme KireHty MOGHIBHBIE YCTPOMCTBA,;

e lcmonp30BaTh aHTUBHPYCHOE MPOTPAaMMHOE OOECIIEUeHHE, B CIIydae, €ClId OHO JOCTYIHO AJISI McIoib3yemoro KimeHtom
MOOMIIBEHOTO YCTPOHCTBA;

e He wucnome3oBats mpuinoxeHne «bank Epmak - mms OusHeca» Ha ycTpOWCTBAax, HA KOTOPBIX IIOBBIIICHBI NPHUBHUIECIHU
noss30Bares (osy4eHsl root-nmpasa Ha Android yerpoiictBax u mposeneH jailbreak ua iOS ycrpoiicTax).

Jlnst mosTydeHus TOTIOTHUTEbHON MH(pOpMaIu obpamiaiitech B GaHKOBCKYIO ciyx0y mommep:xku Cucrembr JIBO «iBanky» o
tenedony (3466) 49-50-53.



